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COMMON WEB SCAMS

The Federal Trade Commission (FTC) has compiled its “Top 10 Dot Co” list of complaints by consumers:

Internet Auctions

The Bait: “Virtual marketplaces” offering hundreds of deals that are too good to be true. 

The Catch: After sending money, consumers either receive an item that was not what was advertised or nothing at all. 

Internet Access Services

The Bait: Free money, simply for cashing a check.

The Catch: Unsuspecting consumers report that they have been “trapped” into long-term contracts for services with big penalties for cancellation or early termination. 

Credit Card Fraud

The Bait: View adult images for “free”. You just need to enter your credit card information to verify that you’re actually 18.

The Catch: Fraudulent companies take the credit card information and use it to run up charges on consumer cards. 

International Modem Dialing

The Bait: View adult material for “free” by downloading a special viewer or dialer program. 

The Catch: These viewers or dialers access special long-distance numbers that run up charges on your phone bill. The software actually disconnects your regular Internet connection and reconnects it through an international long-distance number with exorbitant charges. 

Web Cramming

The Bait: Get a custom website designed free, complete with a 30-day trial period and no long-term contract. 

The Catch: Unwary consumers receive charges on their phone bills or a separate invoice for services, even though they never accepted the offer or agreed to continue the service after the trial period.

Multilevel Marketing Plans/ Pyramids

The Bait: The age-old pyramid scheme takes on a new life online. People are promised they can make thousands each month selling products or services by recruiting others to work under them. The more people you recruit, the more money you can potentially make since each level of the pyramid takes a percentage of the sales made by the level below them. 

The Catch: Consumers report that they’ve bought into these plans only to find that their customer base is actually other distributors, not the general public. Unless you conceived of the program, there’s no way to make money through a multilevel marketing plan. 

Travel and Vacation

The Bait: Get a dream vacation with lots of perks for an unheard of low price.

The Catch: Consumers find that the accommodations are either not what was promised or non-existent. Others have reported being hit with additional charges or requirements after they paid with no chance to cancel. 

Business Opportunities

The Bait: Be your own boss, set your own hours, and earn big bucks.

The Catch: Attracted by the chance to make lots of money, consumers invest heavily in the scheme without any hope of even earning back their initial investment. 

Investments

The Bait: Make a fortune through day trading or other short term trading schemes. 

The Catch: Big profits require big risk. Programs that claim to predict the market with certainty have skimmed away tens of thousands of dollars from unwary consumers.  

Health Care Products/Services

The Bait: Items offered exclusively through direct sales tout that they can cure serious or even fatal diseases naturally.

The Catch: The claims of miracle products and treatments not only cost consumers money, but endanger their lives should they put off visits to qualified health care professionals while they try these products instead. 

To avoid these scams, Trustmybiz.com recommends consumers take the following steps:

· If it sounds too good to be true, it probably is. Get all promises in writing and review them carefully before authorizing payment or signing a contract. When in doubt, ask an attorney to review the documents you’re asked to sign.

· Read the fine print and follow all the links on a site. Scammers often bury disclosures that they are not anxious to share with you or put them in small print in hard to find places.

· Look for a privacy policy. If you don’t see one, be wary. If you can’t understand the policy, take your business elsewhere.

· Do your homework. If a business doesn’t clearly state its name and contact information, avoid it or check the company out with the Better Business Bureau, consumer protection office, state Attorney General office or through qualified online resource such as trustmybiz.com.
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